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Introduction to Cyber Check Suite

Cyber Check is a forensic analysis tool developed by C-DAC,
Thiruvananthapuram, for analysing the Evidence file acquired by
the Imaging tool True Back (Forensic Imaging tool developed by
C-DAC, Thiruvananthapuram). It is also capable of analyzing raw
Images generated by other Cyber Forensic Tools. MD5 Hash
Algorithm is used in Cyber Check for verifying data integrity.
When loading the software, it performs a self-integrity check on
itself. If the Cyber Check Executable is corrupted, it will display a
message notifying that Cyber Check Executable is corrupted,
cannot continue with analysis. Further loading of the software will
be terminated. It should be noted, the Cyber Check do the self-
integrity check while loading the software itself. If the software is
corrupted beyond loading it, it may not be possible to load the
software at all. In this case, the software may be considered as

totally corrupted.




The main features of Cyber Check are

Standard Windows application on Windows, XP and Vista.
Self-Integrity check

Minimum system configuration check.

Analyses evidence file containing FAT12/16/32, NTFS, CDFS,

Linux EXT2/3 FS, Unix FS2 (Free BSD), Solaris and Reiser file

systems.

Support for GUID Partitioning (GPT) table.

Facility for analyzing evidence files having DD and Encase formats.
Facility for analyzing multiple evidence files.

User login facilities.

Creates log of each analysis session and Analyzing officer’s details.
Block by block data integrity verification while loading evidence file.
Explorer type view of contents of the whole evidence file.

Display of folders and files with all attributes.

Sorting of file attributes up to 5 levels.

Show/Hide system files.

Text/Hex view of the content of a file.

Picture view of an image file.

Gallery view of images.

Graphical representation of the following views of an evidence file.
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o Disk View
o Cluster View
o Block View
e Timeline View of
o All files
o Deleted files
o Time anomaly files
o Signature Mismatched files
o Files created within a time frame
¢ Single and Multiple Keyword search.
e Search with GREP expressions.
e Search with Unicode characters.
e Extraction of Disk, Partition, File and MBR Slacks.
e Exclusive search in slack space.
e Data recovery from deleted files and slack space.
e Exporting files, folders and slack content.
e Exporting folder structure including file names into a file.
e Exporting files on to an external viewer.

e Extraction of unused unallocated clusters and exclusion from search

space.
e Extraction of lost clusters.

e Exclusive search in data extracted from lost clusters.
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In-place or zero storage file carving facility from lost clusters,

unallocated clusters, disk slack and within a file.
Exporting Swap files.

Exclusive search in data extracted from Swap files.
File search based on hash value.

File search based on extension.

Exclusion of system files from search space.

Multiple sorting based on file attributes.

Local and Network preview of storage media
Partitions previewing facility.

Book marking facility for data, files and folders
Mailbox viewer

Registry viewer

Expansion trigger at different levels of folder structure
Recovery of deleted partitions

Recovery of formatted media

Facility for analyzing raw images

Identification of Password protected files MS office files
Identification of overwritten files

Unicode support

Indian Language support

Virtual Keyboard for entering Unicode characters.




Support for dynamic disk analysis

Customized hash set library creation

Support for scripting

Predefined filters for analysis.

Facility for user defined filters.

Customization of File Signature Library

Facility for extracting deleted mails from .dbx files.

Identification of steganographed files.

Facility for viewing nested ZIP file listing.

Extract Recycle Bin files

Internet History Viewer

Facility to view metadata of Microsoft office files

Data Carving from Unallocated & Lost clusters, Disk Slack

Index based searching

Anti-forensics detection

Generation of analysis report with the following features.

O

O

Complete information of the evidence file system.
Complete information of partition and drive geometry.
Hash verification details.

User login and logout information.

Exported content of text file and slack information.

Includes picture file as image.
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o Customization of report
o Save report.
o Print report.

Support to load MobileCheck 2.0 images
Mount image to drive
Windows 7Hibernate File Analysis
Browser Forensics
o Internet Explorer
o Google Chrome
o Mozilla FireFox
Windows 8 Forensics
GPS information extraction from JPEG images
Memory Analysis
Expand the content of TAR files
Identifying Document languages
Log and Event File Analysis
Integrated virtual environment Vmdk and Vhd file analysis
"In built viewing facility for Video files like MP4, 3gp, Fly, WMV,
Divx, Avi"
Prefetch Analysis for WindowsXP/7/8
Removal of Evidence
Integration of F-RAN
Integration of F-Tex
Known File Filters updation
Enhancements on volume shadow copy Analysis
Gallery Selection with SHIFT Key
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Data Recovery and Analysis Tool

(Note: The exercise may be carried out on the evidence file)

Task 1: What is the procedure for creating a new user?
Solution: Run CyberCheck6.0 > File > New >> User Setting
Window Click "Add User"

(Default password of Admin user = cyber)

Task 2: How do you load a particular evidence file for analysis?

Solution: Select FileONew or click on NewL tool bar button

Click the Browse button for specifying the Evidence File Name.

Log In

Investigator Mame | 5 Mew Liser
Password | =

Lab Reference MNa | 5|

Evidence File Mame | ( Browse D

| Cancel |

Monday, June 30, 2014 04:06:29 PM
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e A File Open dialog box will be displayed for browsing and selecting

the desired image file.

& Cpen
- — —_—
« 2014 » CyberChck50 » Images » v 4 P
Organize » New folder - o
Favortes
Bl Oesktop Casel. vijay
B Downdoads DAVIS Hemant Kumar
Recent Places - HFSPLUS |
ﬁ\&; rile 128M8Vya - 1 odr 2§ ‘
Bl Deshtcp Untitled ER 5
§ Libracies ALLIMG P01
¢ Documents CAIRS00 POL
o' Musi Floppy POL
= Pictures
Subversion
B Videos
B Aakrishts
& Computer
¥ Network
v a '
File name: v | TrueBack image {*,P01) v
Opan | Cancel

e Select the image (Evidence File .000 or .P01) and press the Open

button

&) Open
) « 2014 » CyberChck50 » Images » v |4y p
Organize v New folder - U w
Favontes
Bl Desitop Casel. vijay
# Downloads DAVIS Hemant Kumar
| Recent Places  |& HFSPLUS
img
M Desktop Untitied
g Libraries o G
+| Documents
o Music
b Pictures
Subversion
8 Videos
4 Aaknshta
& Computer
€l Network
'
File name: | - TrueBack image (".P01) v
Open Cancel

-
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e Then the Evidence file path is loaded in the Log in window.

OK button

-

Log In

Investigator Name | 5

Password | *

Lab Reference Mo | 5

4

Mew User

Evidence File Mame | D:\aakrishta\20 14\CyberChe

Monday, June 30, 2014

oK

Cancel

04 17:29 PM

Click

Task 3: What are the default contents in the CyberCheck report?

How do you see the number of partitions available in an evidence

file? Note down the type of partitions available and total sectors

occupied by each partition.

Solution: Default contents in the CyberCheck report are

» Complete information of the Evidence file system

» Complete information of the partitions and drive geometry

> Hash Verification details

» User login and logout information
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J& CyperCheckNew Probe — et ————
File Edit View Filters Evidence Options Keyword Bookmark Search Export Extract Report Timeline Recovery Tools Language Help

B0 5 - ?

x|
T Probe | Keywords | ) Bookmark ¢ | »| | 75 Table | 2 Gallry | [ Timeline | (5] Summary lg Report | I
2-DOTY Probe

=- DO B CARS00 CyberCheck Report
DO=C
DO=D Probe : NewProbe

& Slack
@ Timeline Files
4] Temporary Files
[¥ Deleted Files
Deleted and not Overwritten Files

Evidence Name : CAIR500.P01

File D:\Aakrishta\2014\CyberChck 5.0\lmages\CAIR500.P01 was acquired by CDAC, at 24/12/2003 10:25:0

Q Normal Files The computer system clock read - 28/12/2002 18:32:51

w| Temporary Intemet Files & Cookies

[S] Steganographed Files Evidence acquired under Dos7.0 using TrueBack version 1.0
M Anti-Forensics Files

} Reparse Points During acquisition the suspect's media was Write Protected

: Cm123
. Seizeatsite
. ATTINGAL
. Demo of Cyber Forensic Tools

Crime Number

Lab Reference Number

Police Station
Acquisition Notes
Media Type . IDE HDD

Drive Geometry :

520.24 MB

[ Total Capacity

Total Sectors 1065456
Bytes per Sector 512
Cylinders 1057
Heads 16

Sectors per Track

Partition details available in the evidence file can be viewed from
the Report tab.

© e e b Pt .m JR— o b

Dl 81 Yuw Pdwn Dvges Daors Bt Qockres Jask lgoe Dpea Baon Teees Agsay loon Lisguige beg
[°] & - . T

v B Aot

Laggad in by & with Lah Referasce Humber & on Blorcay, Juns 30, 2004 8 035351 PRl

2 e | 1] pocnee | O v e [l s | () ey | B i

Total sectors occupied by each partition can be viewed from the

Partition Details Table in the Report tab.
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P& cyvercheck:

—

=]

File Edit View Filters Evidence Options

1] =] [a) ?

Keyword Bookmark Search Export Extract Report Timeline

Recovery Tools Language

Help

5 Toble | B2 Gallery

Timeine | (2] summery 2] Report |

FO]
T probe |, keywords | ) Booknark 4|+
& DOV Probe
| B-DO B cARs0D
DO= G
DCO= D!
& Slack

{0 Timeline Files

) Temporary Files

.[¥ Deleted Files

i [7] Deleted and not Overnritten Files
(] NormalFiles

18] Temporary Intemet Files & Cookies
L[5 Steganographed Files

LM AntiForensics Files

L% Reparss Points

Partition Details :

Volume C: Parameters

[Volume Labsl [Volume Serial 1606-1E7F
File System FAT-16 (up to 2G) Partition Type 06

Total Capacity 40061 MB Total Sectors 820449
Number of Folders 178 Number of Files 2668
Sectors per Track 63 Cluster Size 8192
Sectors per Cluster 16 Free Clusters #1343
Number of FATS 2 Root Sector 457
Sectors per FAT | 201 Heads 32
Volume D: Parameters

Volume Label Volume Serial 1806-2D7E
File System FAT-16 (up to 2G) Partition Type 06

Total Capacity 119.08 MB Total Sectors 243873
Number of Folders 19 Number of Files 185
Sectors per Track 63 Cluster Size 2048
Sectors per Cluster 4 Free Clusters 6451
Number of FATS 2 Root Sector 821053
Sectors per FAT | 238 Heads 32
Logged in by s with Lab Reference Number s on Monday, June 30, 2014 at 03:50:51 PM

Task 4: How do you verify the hash value of an evidence file?

Solution: Select Options>Hash Evidence menu item from the main

user interface of CyberCheck

Task 5: How do you start a search process for a particular key

word?

Solution: Select Keyword tab from left pane

CyberChecicNew Probe -— P —
fle Ede View Fiters Evdence Options Keyword Bookmark Search Gxgort Egtiect Report Timekne Regovery looks Langusge Help
= ) ®
ST ]
T Probe Keywords |\ Bookmark <] » | Table | B2 Golery Timedne | (31 Summary | E2 Report
| = Keywords B Text Hex Case Se_ | AsciyUnicode | Grep

@ Recycle Bin

1o Text | (2] pcture | 92 vex | B8 oo |

@ 3 summary | 1 cybersomt |

I~ Lock




e Click Add Keyword option from the Keyword menu. This
sub-menu item will become enabled, only when in the

Keywords tab in the left pane.

I Text |8 cnee | @ rex | BB 0= | @ (3 summary | B cybersrpt | ™ Lock

Or Right click Keywords and select Add Keyword.
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=T et | rcore | @ e | 8 05 | Bk O | sormary | B Gyomsnt

The fourth item (item with key symbol) in the toolbar also has the
same functionality.

On clicking Add Keyword option a new dialog box appears. Add
the specified keyword in Enter Text box. Hex View shows the hex
value of the entered text. Keyword to be searched can be made

Case sensitive, Unicode or Grep type.

=
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& CyberCheckiNew Probe » =
e T ——— 0 E Extract Report Timeline Regovery Tools Langusge Help
= < B ?
| = = i)

W Probe & Keywords |1 Bookmark | »| [T Table | 2 calery | [ Tmelne | (21 summary | 2] Report

=3 Keywords Text |Hex | CaseSe.. | AscifUnicode Grep

@ Recycle B

Add Keyword [o0:

(=] Text |12 peaure | @ i | 68 05 | B Cosr | () summary =

25 | Dok 410 |l Todke | BB Gy | (] T
Tad | Hex Cose Sa_ | MackUniode Grop
unco 109760 N0 JAsa _______Jho ]
b care | e |G 0+ | R srevary | (] Crioers Lock

After entering the keyword, click OK button, the entered keyword
will then be added to a list of keywords to form a Table of
keywords. To search for multiple keywords, press Add Keyword




button. To search for a particular keyword added, check the

appropriate check boxes in the table.

| CyberChecicNew Probe . =) -
F vidence Qpticrw  Keyword  Bockmurk  Search B [
L =
Bock Caser y ek = 2
@t | Hax CaseSe._ | Asc e Grep
9 unica | 00750 [No | Asc re==2
~] N (3 sumey | @
|

Go to Search option, and select

Binocular icon in tool bar

Keyword Search or click the

5 Keyword Eookmal

@ ¢yoetheciNen Prose

Eile vigence  Qpts Search ot Timejine
= ? X
B f
T o Sootm 12 Gatery b
-3 K Hax [
@R 00750 [
2 8 B30 | =] B cyperson

=
(e}




Select the keyword(s) to be searched from the table of keywords.
Click on Entire Case to search through the entire folders and files
of the evidence file. To search in a particular file, click on the
Selected Only radio button. (Select the desired files and folders
before selecting Search!/Keyword Search menu item).There are

other options like Files and

Folders, Used unallocated clusters, lost clusters and Slack for

limiting the search space. Press Start Search.

T r——

-] <MD e

A progress bar is shown to show the progress of searching. To
know the number of hits, place the mouse pointer on the progress
bar for some time. A tool tip will appear indicating the number of
hits occurred at that time. On completion of the search process, a

message box showing the total hits and elapsed time is displayed.

=
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Click the ‘yes‘button, to go to the currently added session in the

search pane.

Task 6: How can you view the search hits of a search process?

Solution: Search results displays files that contain the searched
keyword. The keywords are highlighted in green with selected
file’s keyword in the text viewer in the bottom pane. Search tab in
the left pane displays the session number and the number of hits

for that keyword.

N
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Task 7: What are all the items that can be book marked for later
use?
Solution: The Bookmarks tab view provides three options namely:
» Folders - This contains information regarding all
bookmarked folders
» Files - This contains information regarding all
bookmarked files.
> Selected Data - This contains information regarding the

data selected for bookmarking during the analysis

To bookmark a file, select the desired file from the Table View,

right click and select Bookmark File from the context menu.
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v BOOTLOG.TXT  TXT Text Dot
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v Text Doa
v 2
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oLl

DERAPED.DLL A
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-10000000000000000Do00000|E

nos
W Acparse Foines oy TR
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HETD
o
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iR Petre | 98 vex | 8 ook | Bl custs | I suwary | B cpossont Lock 5031 FO5S1
S e R - -
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Bookmarking a file can also be done by selecting Bookmark>

Bookmark File from main menu.

ELM'M(MA’W ' - - - - 2 -

Bl B8t ew Fen Endece Opemes Sewors (fockmnk] Seach Ergot Gt et Tmepre fgover Tosh L
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puge tiep
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hrobbz Wy vz
sl wpivz Face
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if<zzt & chzA 4,4
AN TSP TARI DL
aare ctowizid
u R51 ON
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19,2222 Sz iaternal z e ass
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| e

On selection, a message for confirming the process will be

displayed. Click Yes button
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A dialog box will be displayed for entering comments, if any, to
be attached with this file. Enter appropriate comment and press

OK button for bookmarking the selected file.

CyteCheckcNew Probe -

§ Tatde | B2 Galery | (] Tveire | (3 sunary | B8 2eprt |
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Oy 1 BOOTLOG.TXT BOOTLOG.TXT TXT 46104 Text Do
Dy 2 COMNAND.COM COMMAND.COM  COM 93890 26000 MS-D05 4
£ My Documants Oy 3 SUKDLOG DAT SHDLOGDAT DAT 8450 26151
Program Fikas Oy 4 FRUNLOG.TXT FRUNLOG.TXT  TXT 1180 Text Dea
£ WINDOWS Ovs NSDOS. MSDOS, 1952
Oy o SETUPLOG. TXT SETPLOG.TXT  TXT 113616 1553 Text Doct
Doy HOOWS WX 0 2068
Do SYSTEM SYSTEM 0 w82
& Timelne Fles Oy o S00G2.04L WSOKR.LU DU 40960 2414 Apshcanion
8 Temporry Fiss Dy 10 CFOWZOU 2544 2440
® Delatad Flos Oy 1 CFGWIZI2 £XE BE 65536 a1
B Deleted andnat Overvrnen Files || Y 12 oL ot 3
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The bookmarked file now gets added up under the Bookmark tab

in the left pane

& Cytercheciction Prove ).
Ble fdn Yew e Engence Qptons Keyword Bookmadt Sewch Bgot Eact Bepon Tamene Regovery leoks Languoge Hep

Task 8: How do you add a book-marked item into the report?
Solution: Two Methods are there:
a.) Go to Bookmark Tab view >> Right Click bookmarked
items >> Append to Report
b.) On Table Tab view >> Right Click the Folders/Files >>
Append to Report

Task 9: How can you view the entire pictures available in an
evidence file?

Solution: The Gallery view in the Right pane is a quick way to
see the entire pictures available in a folder as thumbnail views.

For viewing pictures select a folder.
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Select the Gallery View tab from the right pane. All the picture

files available in that folder will be displayed in the gallery viewer.
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To see the enlarged image —Select the needed picture, which will

be displayed in the Picture viewer in the bottom pane.

CyberCheck:New Probe — e ._.r

izl
Eile Edt Wiew Fiters Evidence Options Keyword Hookmark Sesch Ewport Extract fepoft Twmebne FRegovery looks Lenguage Help
| Fa 55 |- b (30| ¥
— Laf+) |
T robe | T Keywords | 1) Bookmerk 4| ¢ | | i Tote N Galery | Teneine | [ Summary | BE Report |
= DO Prbe =
- DO ¥ CAIRSDD f
Fehes " =
DO My Documents <
® DOC Program File
- DO WINDOWS O [m! (m =1 B
& Slack i 12 131 7] 151 5] 7l
" ACEGIF BINGIF BN GIF BINF5.GIF BINS.GIF CARDBACK.GIF CLUBS.GIF
# DOes D
& Slack
@ Temeline Filas
47 Temporary Files g . .,‘f’ a‘
[ Delzted Files -
] Delzted and not Ouveraritzn Files
L Momal Files O = = | O ol [m|
&) Te [ Fil ki 18] 2 o] 11 131 [14)
’-l S & Cookies DELCLICK.GIF DRAGGING GIF o GIFTGIF EGIF
teganographed Files
M Anti-Forensics Files
" Reporse Ponis =
(m [m| (m Ol O
ns] 7] 18] 18] [20]
IE5.GIF MENUMID. G MENURHT.GIF MOUSEL G MOVING.GIF
« ' =
=] o vext | pctre [0 rex | B otk | i@l Custer | 3 Summery | [ cobersors | [ Lock

N
(9p}




Task 10: How can you see a signature-mismatched file?

Solution: Option menu >> Check File Signature.

Those files, which have a signature mismatch, will display a status
“Y” in the SM (Signature Mismatch) column in the Table View.
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Task 11: How can you search for files, which are created within a

articular time frame?

Solution: In the Timeline dialog select the Date and pick the

appropriate From and To date and click the Show Chart button.
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{* Both " Modified
Advanced Options

I+ Options
* Time Anomaly Only

" Signature Mismatch Only

" Time Anomaly and Signature Mismatch Only

Show Chart | Cancel |

Display the files, which are created within a time frame in the

Timeline chart.
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Task 12: How do you perform a search for a particular key word
in unallocated cluster area?

Solution: Select Keyword tab from left pane
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Click Add Keyword option from the Keyword menu. This

sub-menu item will become enabled, only when in the

Keywords tab in the left pane.

Or Right click Keywords and select Add Keyword.
P ,
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The fourth item (item with key symbol) in the toolbar also has the
same functionality.

On clicking Add Keyword option a new dialog box appears. Add
the specified keyword in Enter Text box. Hex View shows the hex
value of the entered text. Keyword to be searched can be made

Case sensitive, Unicode or Grep type

1111111
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After entering the keyword, click OK button, the entered keyword
will then be added to a list of keywords to form a Table of
keywords. To search for multiple keywords, press Add Keyword
button. To search for a particular keyword added, check the
appropriate check boxes in the table.
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Go to Search option, and select Keyword Search or click the

Binocular icon in tool bar
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Select the keyword(s) to be searched from the table of keywords.
Click on Entire Case to search through the entire folders and files
of the evidence file. To search in a particular file, click on the
Selected Only radio button. (Select the desired files and folders
before selecting Search > Keyword Search menu item).

Click the Option options "Used unallocated clusters".

Press Start Search.
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Search In

Task 13: How can you exclude system files from the keyword
search?
Solution: Repeat Question 12 Hints, and Tick the option "lgnore

System Files" in Search Options window.
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Task 14: How can you search for files based on file extension?

Solution: Select Search option from the main menu and then File

Search
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Searchors the Dflesest Type Fibes

There are options to search document, image, audio and video

files. On selecting these options corresponding file extensions are
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added in to the File Extension box. Any other extension required
can be added in to File Extension edit box. By default the Entire

case file is searched, search can be specified to Selected Files also.

After specifying the File Types to be searched, click the OK
button. On clicking the OK button, a progress bar will be
displayed to indicate the progress of the search process. A message
box will be displayed after the completion of search process. Click

Yes to view the search results
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The files that match with the specified extensions will be
displayed. Click on a file to view the content in the bottom pane.
This set of files will be available in the File Extension folder in
the Search Tab view, till it is replaced by the result of another File
Search.
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Task 15: How can you find out the hash value of a file from
CyberCheck?

Solution: To take the hash values of a selected file, select the file
by clicking the check box of the desired file and choose the

Options >> Hash Files from the main menu.
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Choose ‘Selected’ option in the dialog box that appears and the
hashing algorithm. Click OK. If the desired file is not chosen and
‘Selected’ option is clicked a message appears-No file(s)/folder(s)
selected. Click on the check box near file(s)/folder(s) to select the

desired item(s)”
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On completion a message appears- “Hashing of Selected file(s)
completed”. Hash value of each file will be added as an attribute of
the file. This can be viewed in the Table view at the end of the
attribute bar under the column MD5/SHA1 or SHA2 Hash Value

in the right pane column.

Task 16: How can you search for files with same hash value?
Solution: On "Table View Tab " Right click any file >> Copy
Hash Value .

Then Select Search option from the main menu and then File

Search
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In "File Search" window dialog select the option "File Hash™ and
select the HASH algorithm. Type or the Paste the Hash value in

Text box provided.

Task 17: How can you view all the deleted files in an evidence
file?

Solution: Goto "Filter" menu >> Click Deleted files.

Task 18: How can you recover a deleted file?
Solution: Select the desired file from the list of deleted files by

checking the box of the appropriate file
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Either right click the desired file

Export|File/Folder
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Specify a path into which the selected item is to be exported.

sratpru

Click OK, the item will be exported into the specified path, a
message-“Successfully exported” will be displayed showing the

path to which the file is exported.

Task 19: How can you recover a deleted folder?
Solution: Select the desired folder from the list of deleted files by
checking the box of the appropriate folder.
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Specify a path into which the selected item is to be exported.

[

=

Click OK, the item will be exported into the specified path, a
message-“Successfully exported” will be displayed showing the
path to which the file is exported

Task 20: What is the information available in Block view?
Solution: Block view is the block-by-block representation of the

entire evidence file. Select View|Block View to display the blocks.




The blocks are displayed in three different colors representing:
Blue - Used Blocks, White — Unused blocks and Red -
Mismatched blocks. Information like total blocks, sectors per
block, last block sector, used blocks, unused blocks and the
number of blocks with hash mismatch are shown in the boxes
provided. When a block is selected in the block view the
corresponding block number, sectors in that block, seize hash,

source hash, image hash and analysis hash are displayed.




BlockView

Total Blocks 265 Used Blocks

Sectors/Block

Last Block Sectors |1008 Hash hismatch

4032 UnUsed Blocks |88

197 I Used Blocks

UnUsed Blocks

0 I tismatch Blocks

Hash Algorithm
| MD5

Sector(s)

|0-4031

Seize Hash

C5C9-1124-T8EE-T394-25B3-263D-6043-9988

Source Hash

‘ C5C9-1124-T8EE-T394-25B3-263D-6043-9988

Image Hash

C5C9-1124-T8EE-T394-25B3-263D-6043-9988

Analysis Hash

C5C9-1124-T8FE-T394-15B3-263D-6043-9983

The selected block will be highlighted as a green square

block view.

in the

Task 21: How do you view the sectors allocated to a particular

file?

Solution: To view the sectors allocated to particular file, select the

file and click the Disk view in the bottom pane. The blocks

highlighted in white are the sectors allocated to the selected file.
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Task 22: How do you view the clusters allocated to a particular
file?

Solution: Select the particular file and then click the Cluster view
in the bottom pane. The blocks highlighted in white are the clusters

allocated for the file.
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Task 23: How do you view the cluster chain of a particular file?
Solution: Right click any file in Table view >> View Cluster

Chain or from View menu >> Cluster chain

Task 24: Add a picture file into the report and observe what
happened in the report?

Solution: To add a picture into the report, select the desired image
file and either right click and ‘Append to Report’ or select the

option from the Report menu in the main menu.
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A confirmation message appears, click yes. The next dialog asks
whether to append the Content, Slack or Both. Select the Content

option to just add the image file only.
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Enter a comment and then OK.A message-Item successfully
appended to report appears. Take the report tab from the middle
pane. The report shows the details of the appended image file such
as file name, extension, logical size, starting cluster, accessed date,

whether deleted or not etc.

Just after the file details of the image file, the image is displayed in

the report.

Task 25: How do you start partition recovery?
Solution: To recover the deleted partitions, select

Recovery|Partition Recovery
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Select the desired option. In the Best option each and every sector
in the evidence file will be scanned and in the Fast option, only

sectors with sector number, as multiple of 63 will be scanned.

Partition Recovery Selection

Select an Option
(" BestOption { FastOption

Partition Type

| FAT/NTFS | FreeBSD | Reiser F5

| EXTFS | Sun Solaris

Cancel
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Click OK to start the recovery process, the progress is shown in the
progress-bar. The number of partition(s) recovered is displayed in
a message box. The recovered partition(s) will be displayed below
the existing partitions in the Probe view. Their names start with
"Rec-". For example, if two partitions have been recovered, then
the first partition will be shown with the name Rec-1 and the

second one with the name Rec-2.

4 L Eawicin

To see the files & folders of recovered partition(s), click on the "+"

symbol near the partition name (like that of an existing partition).

Task 26: How do you start format recovery?

o
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Solution: Format recovery recovers the formatted partitions from
the evidence file. Select Recovery|Format Recovery menu item

from the main menu.

All the available partitions are displayed for selecting the
partition(s) to recover. Select the desired partition to recover by
ticking the option. Click the OK button, the format recovery

process starts and its progress is shown by a progress-bar.
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On completion a message box is displayed- “Format Recovery
Completed. The recovered files and folders, if any available, can
be viewed by moving to the respective partition and looking for a
folder named "Format Recover". Select the desired partition to
find a folder named Format Recover. This folder will contain other
folders (names starting with "CNo:") and they will contain the files
recovered. If all partitions are selected for recovery, the menu
option "Format Recovery" will be disabled after the completion of
format recovery. If the Format recovery process is cancelled or not

all partitions are selected then the menu option is not disabled

Task 27: How can you preview a storage media locally?
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Solution: Run CyberCheck6.0

To display the details of storage media connected in the analysis
machine.Select View|Storage Media Details. Or click on the
Storage Media Details icon provided in the tool bar. A list box will
be displayed, listing the details of the fixed storage media available

in the analysis machine.
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Carving Files in CyberCheck (In-place carving)

Task 28: How do you initiate carving process from unallocated

clusters, Disk Slack?

Solution: Click a partition in the left tree. In the table view select
‘Used Unallocated Clusters’ and Right click it. Select ‘Carve Files’
from the context menu. A progress bar will appear in the bottom
showing the carving progress. After completion, a message box

will appear showing the carved file details.

Task 29: Where can you see the carved files from unallocated

clusters, Disk Slack?

Solution: The result will be shown by clicking the folder ‘Carved

from Used Unallocated clusters’ in the left tree view.




Task 30: How do you export a carved file?

Solution: Select a carved file and right click it. Select Export from

the context menu and select the location to which it is exported.

Task 31: How do you append a carved file to report?

Solution: Select a carved file and right click it. Select ‘Append to

Report’ from the context menu.
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Task 32: How do you see the carved files in gallery view?

Solution: Select Gallery tab while viewing the resultant carved
files.
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